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Biometrics: 
What Employers Need to Understand  
Before Collecting Employee Data

Employers are increasingly  
using biometric technology to collect  
employee data, particularly as they shift to  
remote work models. Being aware of what is  
permitted by biometric laws and developing robust 
compliance programs is critical.
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COVID-19 accelerated the rate at which employers tran-
sitioned to a work-from-home (WFH) model. With 
social-distancing regulations in effect worldwide, em-
ployers quickly adapted to ensure business continuity 

and address employee needs in their new “normal.” 
While remote working is not new, more employers are 

considering permanently incorporating WFH initiatives to 
the extent that benefits are obtained from that arrangement. 
Such benefits include (1) building diverse teams that include 
global talent, (2) accommodating employees with disabilities 
who are not able to work on premises, (3) lowering office 
overhead and (4) raising productivity by enabling employees 
to work in environments that allow them to thrive. In addi-
tion, WFH decreases the spread of the coronavirus and other 
health risks that can be spread through human contact.1,2

The shift to remote working depends on the use of technol-
ogy, and the use of biometrics is rising rapidly, especially with-
in the employment context. Biometric technology can be vital 
to tracking the attendance and productivity of remote work-
ers, but it is also becoming commonplace for on-site workers.

Overview of Biometrics
Biometrics are unique measurable behavioral or physiologi-

cal characteristics that describe a person and consist of two 
types. Physical biometrics include facial scans, fingerprints, 
palm prints and iris patterns. On the other hand, behavioral 
biometric data provides pattern recognition such as key-
strokes, voice identification, typing speed, eye movement and 
screen pressure. Physical biometrics such as facial recognition 
are captured by scanning the characteristics of, for example, 
the face or hand, and creating a template stored in a database 
that is later used to identify or authenticate the individual. 

Biometrics are implemented across industries such as health 
care, finance, transportation, education, retail, law enforcement 
and hospitality. For instance, in banking, voice authentication 
verifies user identities, and facial recognition tools allow cus-

tomers to log in to their banking applications. In health care, 
biometrics can expedite patient identification in emergencies 
and limit private health data access to authorized providers and 
agents. In hospitality, facial recognition streamlines the check-in 
process by allowing customers to check themselves in. In educa-
tion, both students and faculty use fingerprints and facial recog-
nition to purchase meals or access restricted areas. Therefore, 
biometric authentication can strengthen security by ensuring 
that individuals with the appropriate access controls are autho-
rized to access sensitive data or locations.3 The technology, how-
ever, provides additional benefits as well as potential risks for 
employers and employees.  

Biometrics in the Workplace
Employers have been using biometric time and attendance 

systems for decades.4 For employers, biometric attendance 
systems reduce payroll losses by eliminating buddy punching, 
which is when a co-worker punches in for another worker 
who may be running late or absent. Second, when worksite 
attendance is required, biometric attendance systems ensure 
that employees are on site when they punch in. For employees, 
the timekeeping accuracy eliminates errors and ensures they 
are paid for the time they worked. Furthermore, workplace se-
curity can be enhanced by permitting worksite access only to 
individuals who should have access to the worksite. 

Biometric technology protects company intellectual as-
sets. When employers provide workplace equipment such 
as laptops, tablets and phones that use fingerprint scans and 
facial scans, it adds a layer of security that reduces the likeli-
hood that unauthorized personnel will gain access to con-
fidential information. Employers can supplement physical 
identifiers with behavioral identifiers such as keystrokes and 
eye tracking to manage workforce productivity and labor re-
quirements. When linked with other employment manage-
ment software such as human resources (HR) and payroll, 
these automatic biometric captures can streamline processes 
and promote efficiencies. 

Other biometric technologies that employers are likely to 
integrate into the workplace are systems that achieve contact-
less transactions, such as vending machines. Smart vending 
machines allow employees to use fingerprints or a facial scan 
linked to their payment account to purchase an item. As work-
places transform in response to COVID-19, contactless tech-
nologies such as facial recognition systems can surpass more 
standard fingerprinting and palm print technologies. The use 
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of biometric technology can raise privacy concerns, affecting 
employees’ willingness to adopt them.

Further, as employers look to encourage employees to 
participate in wellness programs, there are additional bio-
metric information considerations. Businesses are looking 
to engage employees in wellness via smartwatches that can 
provide data on steps and health metrics. These can then 
be used in intra-office “competitions.” Prior to engaging in 
those types of programs, employers should consider whether 
biometrics are collected and require proactive privacy mea-
sures.

Biometric technology continues to impact more than just 
the employer-employee relationship and goes beyond the 
traditional employment context. As employee benefits move 
increasingly online, biometrics could play a role in authen-
ticating employee identification before accessing critical in-
formation or benefits platforms. It is anticipated that creative 
and unique uses of biometric information in the employment 
and benefits context will only increase in the coming years. 

Privacy and Security Concerns
Biometric data is personal data. It relates to unique charac-

teristics that identify a person. There are several privacy and 
security challenges relating to how biometric data is collected, 
stored and used. Issues surrounding data collection may occur 
when people are not aware that biometric information is be-
ing captured and therefore were not given a choice to opt out. 
Data-use problems may arise when biometric data is shared or 
used for reasons other than for its initial purpose. Lastly, there 
may be data storage issues related to both security and reten-
tion of biometric data. 

Retention refers to how long the data is stored. Biometric 
data, once captured, is usually held in centralized databases that 
are susceptible to hacking. Because biometrics are generally 
stable over time, they are not easily replaceable, unlike standard 
identifiers such as account credentials and passwords. 

Regulatory Response to Biometric Data  
in the Workplace 

Lawmakers have taken notice of concerns relating to 
employers’ growing adoption of biometric technologies. At 
least three states—Illinois, Texas and Washington—have 
enacted biometric-specific laws that govern the collection, 
use, disclosure and retention of biometric data. Further, 
California, under the California Consumer Privacy Act 

(CCPA), is regulating biometric data as “personal informa-
tion” under its more general privacy law. These states join 
the European Union’s General Data Protection Regulation 
(GDPR) in regulating the processing of biometric identi-
fiers. 

The Illinois Biometric Information Privacy Act (BIPA) is 
regarded as the most stringent biometric law in the U.S. Al-
though BIPA went into effect in 2008, lawsuits that impact 
employer/employee relationships have surged in the last 
year. Among the three U.S. biometric laws, BIPA is the only 
one that allows individuals to sue their employers for bio-
metric data violations. BIPA requires employers to take steps 
to inform employees of the collection, use and storage of 
their biometric data. More specifically, employers regulated 
by BIPA should take the following steps.

• Inform employees in writing that their biometric data 
is being collected and for what purpose.

• Inform employees about the employer’s biometric col-
lection, retention, storage and dissemination policies 
and procedures.

• Obtain a written release from employees before collecting 
biometric data. BIPA defines a written release as “a release 
executed by an employee as a condition of employment.”

• Employers must also make their written biometric 
policy establishing retention schedules and destruction 
guidelines publicly available.5

• Employers are not permitted to sell, lease, trade or 
profit from employees’ biometric data.6

takeaways
• Biometric technology can be vital to tracking attendance and pro-

ductivity of remote workers, but it is also becoming commonplace 
for on-site workers.

• Biometrics are unique, measurable behavioral or physiological 
characteristics that describe a person and consist of physical 
biometrics, such as facial scans, and behavioral biometric data, 
which provides pattern recognition such as keystrokes or voice 
identification.

• In employment, biometrics can be used to track time and at-
tendance as well as to protect intellectual assets. Employers also 
use biometrics in wellness programs.

• The collection of biometric data creates privacy and security con-
cerns, and at least three states have enacted biometric-specific 
laws that govern the collection, use, disclosure and retention of 
biometric data.
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To ensure the security of biometric data, and more specif-
ically, the transmission, storage and protection of biometric 
data, BIPA also requires that employers:

• Use the reasonable standard of care within the employ-
er’s industry

• Store, transmit and protect biometric data using the
same standard the employer uses to protect confiden-
tial and sensitive information.

The Texas Capture or Use of Biometric Identifier (CUBI) 
Act7 and Washington8 state biometric privacy law, which 
went into effect in 2009 and 2017, respectively, place similar 
obligations on employers. In short, targeted biometric laws 
treat biometric identifiers as sensitive data. They require em-
ployers to (1) notify employees about the collection, use and 
retention of their biometric data, (2) obtain consent in writ-

ing and (3) implement organizational and technical mea-
sures to safeguard employees’ biometric data.

In a postpandemic world, employers that decide to reach 
across borders to take advantage of the global workforce 
will need to comply with GDPR when handling European 
citizens’ biometric data. Because Europeans view privacy as 
a fundamental right, GDPR introduces additional conditions 
beyond employers’ notice and consent. According to the 
United Kingdom Information Commissioners Office (ICO), 
under GDPR, biometric data is a special category of personal 
data, and while employment is a valid condition for process-
ing biometric data,9 employers will have to perform a data 
protection impact assessment to confirm that the processing 
of biometric identifiers is necessary.

Conclusion
Although biometric laws create layers to an organization’s 

legal obligations, employers need not shy away from adopting 
biometric-enabled technologies. Instead, employers should 
strive to understand what is permitted and not permitted under 
biometric laws. As the world continues to respond to the pan-
demic and prepare for the postpandemic world, contactless in-
teractions and WFH models will become more commonplace. 
The growth of biometric-enabled technologies will continue to 
grow, and employers can be proactive in reducing potential ten-
sions surrounding the handling of employee biometric infor-
mation. To build trust among employees and consumers alike, 
companies should develop transparent and robust compliance 
programs. Doing so will enable legal compliance and efficien-
cies as well as security in organization biometric programs.  

Endnotes

1. https://weworkremotely.com/hybrid-wfh-work-model-here-s-how
-to-make-it-work.

2. www.bbc.com/worklife/article/20201023-coronavirus-how-will-the
-pandemic-change-the-way-we-work.

3. www.cbinsights.com/research/biometrics-transforming-industries.
4. http://atimesolutions.com/blog/2011/08/08/the-history-of-the-time 

-clock-and-time-and-attendance.
5. 740 ILCS 14/15(a), (b) and 14/10.
6. 740 ILCS 14/15(c).
7. https://statutes.capitol.texas.gov/Docs/BC/htm/BC.503.htm.
8. https://app.leg.wa.gov/RCW/default.aspx?cite=19.375&full=true.
9. https://ico.org.uk/for-organisations/guide-to-data-protection/guide 

-to-the-general-data-protection-regulation-gdpr/special-category-data
/what-are-the-rules-on-special-category-data.

Jordan L. Fischer is the global 
privacy team lead at Beckage. She 
focuses her practice on international 
data privacy, cybersecurity and 
cross-border data management, with 

a special emphasis in European Union data privacy 
regulations and the forthcoming General Data 
Protection Regulation. Fischer has extensive experi-
ence in the intersection of law and technology. She 
is a professor of law at the Drexel University 
Thomas R. Kline School of Law and a lecturer of 
cybersecurity at the University of California, 
Berkeley, where she brings an interdisciplinary 
approach to her teaching, exploring the conver-
gence of the law and technology and researching 
the practical implications of regional data protec-
tion regulations within the global economy. She 
attended the University of Delaware and the Drexel 
University Thomas R. Kline School of Law. Fischer 
is a Certified Information Privacy Professional for 
Europe and the United States and a Certified 
Information Privacy Manager. She is authorized to 
provide certification trainings for the International 
Association of Privacy Professionals.

bi
o

pdf/721

Reproduced with permission from Benefits Magazine, Volume 58, No. 7, July 2021, 
pages 44-48, published by the International Foundation of Employee Benefit Plans 
(www.ifebp.org), Brookfield, Wis. All rights reserved. Statements or opinions 
expressed in this article are those of the author and do not necessarily represent the 
views or positions of the International Foundation, its officers, directors or staff. No 
further transmission or electronic distribution of this 




